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Secret

Script, illustration and page layout of the cartoon
Anna Kangaspuoskari - Culture Power Station / Work from Art Project

Story by
Varpu Hirveld-Koski and Team

Team

Anna Kangaspuoskari, Sami Hdnninen and Eeva Al-Khazaali

- Culture Power Station / Work from Art Project

Hanna Poijula and Susanna Kauppinen - Safe Oulu Project
Varpu Hirveld-Koski, Britta Passoja, Ireene Tyni and Auli Mylly
- Zonta Clubs of Oulu

Lauri Nikula, virtual police officer - Oulu Police Department,

in cooperation with the CSE Team of the National Bureau of
Investigation

A panel of children participated in the finishing stages by giving
feedback. The panel consisted of pupils in 3rd to 6th grades.
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ﬁ Aino’s school day is about to end. @

/ REMEMBER THE PARENTS’ NIGHT
ON DIGITAL SAFETY NEXT WEEK!

Mom took photos of my dance
performance. | look stupid in all of them.

No you don’t. You're doing aIright)

HOMEWORK'S
DONE!




T Could we be friends? @9

JuliaX sends a friend request.

7 WOW! THAT JULIA, SHE
ALWAYS WEARS
AWESOME CLOTHES.

You added JuliaX to your friend list.




o ™ What were you wearing for
4 your dance performance?

You are so cute.
And an awesome dancer <3

No'mnot! Youare!
But thanks <3
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Over the weekend Aino is having a sleepover at Vilma’s.J f

WHO'S THAT o What are you wearing?
FROM? » ~( Send a pic! "

IS JULIAX IN THE SAME
SCHOOL? YOU KNOW HER?

YEAH, KIND OF.

WE ARE REALLY ALIKE.
I MET HER IN THIS
ONLINE GAME.

DO YOUR MUM AND DAD KNOW YOV
TALK WITH JULIAX?

NO, WE KIND OF AGREED
WE DON'T TELL ANYONE
WE ARE FRIENDS.

W IS SHE ASKING FOR YOUR
PICS ALL THE TIME?

DON'T KNOW. SHE'S ALWAYS
ASKING FOR THEM.

THAT'S WEIRD.
LET'S TELL MY DAD.

HAS SHE BEEN
LYING TO ME?




At A|no s home ;

VILMA'S DAD TOLD ME WHAT TO DO.

S —\ I CHECKED JULIA'S PHOTO WITH IMAGE SEARCH.
VILMA’'S DAD '

CALLED AND TOLD
ME ABOUT YOUR
ONLINE FRIEND.

IT WASN'T HER PHOTO AT ALL, BUT
A FAKE PROFILE SOME GROWN-UP
PERSON HAD MADE.

ARE YOU MAD
AT ME?

i\t
\

”DON'T WORRY AINO. IT'S OKAY.
WE CAN REPORT HIS ACCOUNT TO

THE POLICE AND THE GAME ADMINISTRATOR

\ SO HE CAN'T LIE TO OTHER KIDS.

LET'S TAKE SCREENSHOTS
OF HIS PROFILE AND MESSAGES
AND BAN HIS PROFILE.

MUM AND I HAVE NOT
| PAID ENOUGH ATTENTION, BUT
| FROM NOW ON WE'LL HELP
- \YOU WITH THE INTERNET.




LET’'S CHECK YOUR PROFILE’S PRIVACY
SETTINGS TO MAKE SURE ONLY YOUR
FRIENDS CAN SEE YOUR PICS AND TEXTS.

BUT WHAT ABOUT
ACCOUNTS WHERE YOU
CANNOT HIDE THEM?

WELL, THEN YOU'LL CREATE
A SCREEN NAME WHICH DOES NOT
GIVE AWAY YOUR REAL NAME AND

DON'T LOAD YOUR PHOTO FOR

THE PROFILE PICTURE BUT USE
A DRAWING OR SOMETHING
SIMILAR INSTEAD.

KEEP YOUR REAL NAME, DATE
OF BIRTH, MOBILE NUMBER, ADDRESS,
LOCATION AND SCHOOL PRIVATE
FROM PEOPLE YOU DON'T KNOW.

IF A STRANGER MESSAGES YOV,
SHOW MUM OR ME THE MESSAGE
SO WE CAN HELP YOU.
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The next day
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Vilma

Mum and dad did not

ban my phone!

Dad said he reported

JuliaX to the police.
That's good! Now he
can’t harass other kids.

it's not my fault.

What really bugs me is that one
photo | sent him... but Mum says

Yeah. You're right, it isn’t.
in the future think carefully before
posting anything for anyone.

Tomorrow Mum and | will do
some stuff together before
the parents’ night at school.
It's going to be awesome. We
haven’t had time to talk properly,
just Mum and me, for ages.
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Take action

If you or someone else is pestered, bullied, lured or harassed,
for instance, by messages and/or photos

TELL an adult you trust

SAVE the messages and photos/videos by taking screenshots

STOP the perpetrator from contacting you by banning him or her in your
phone / social media privacy settings

INFORM the website or apps administrator

CONTACT the police

GET SUPPORT, for instance from

Victim Support Finland (RIKU), tel.116 006; riku.fi/nuoret (chat)

Helpline for Children and Adolescents, tel. 116 111

Pupil Welfare Services at school

Who can you report to?

If it is not an emergency, report suspicious material or phenomena to
poliisi.fi/nettivinkki

You can also contact virtual police officers online:

poliisi.fi/some

In case of an emergency, call
EMERGENCY NUMBER 112

If you suspect an offence was committed against you or someone in your family
REPORT THE OFFENCE ONLINE
www.poliisi.fi/rikokset/sahkoinen_rikosilmoitus or

the closest police station (in an emergency)

Report any illegal activity in relation to child sexual exploitation and
child sexual abuse (for instance explicit photos and videos with
minor children and young people) to pelastakaalapset.fi/nettivihje



The cartoon was created for educational purposes to those working
with pupils in 3rd to 6th grades as well as for support to parents
bringing up children. A pedagogical guideline as well as an instruction
compiled for support to parents may be used when talking about

the cartoon.

The cartoon tells a story about luring children online to sexual activity
(i.e. grooming). The cartoon gives an opportunity to talk with children
about the social safety skills needed in digital media, that is,

protecting privacy or sharing photos, but it also gives safety guidelines
against threatening situations. The goal of the cartoon is to encourage
children to trust their intuition and judgment when interacting in digital
media, and also to boost adults’ abilities to support their children’s
growth and development in such situations.

The cartoon was produced as a joint effort by the City of Oulu’s Safe Oulu
Project, Work from Art Project of the Culture Power Station and

Oulu Zonta Clubs. Oulu Police Department, in cooperation with

the CSE Team of the National Bureau of Investigation, participated

in this cartoon project, too.

The cartoon and it’s online version are freely available in their original
form. Printable version available for other actors’ non-commercial use.

For more information, digital version of the cartoon, pedagogical guideline
and material for parents, please visit www.ouka.fi/turvallinenoulu

Ak y Opetus. i
URVALLINEN (!'“!:'l;glwu%! Q!M%H/‘] kE ﬁ:ﬂlsjrilr?lin isterio

%POLI I1S1 5 My,

ZONTA

S
ey, JZ\Y o POLISI %,

N




